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. The challenger runs KeyGen to generate a public/private key pair
(PK;, SK;).

. Phase 1: The adversary is allowed to issue the following types of
oracle queries.

(a) Dec query with data C as input: the challenger returns
Dec(C, SK;).

(b) Aut query: the challenger returns Aut(SKy).

At some point, the adversary asks the challenger for a challenge.

. Challenge phase: The challenger chooses a message M; €g M and
sends C; = Enc(M;, PK;) to the adversary.

. Phase 2: The adversary is allowed to issue the same types of oracle
queries as in Phase 1. In this phase, the adversary’s activities should
adhere to the following restriction: The Dec oracle should not have been
queried with the data C;. At some point, the adversary terminates by
outputting a guess M;.
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